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Audio  steganography  is  a  technique  used  to  transmit  hidden  information  by  modifying  an  audio  signal  in  an 
imperceptible  manner.  The  major  challenge  in  audio  steganography  is  that  to  obtain  robust  high  capacity  steganographic 
systems.  This  paper  presents  a  secure  data  transfer  technique  using  Cryptography  and  Audio  Steganography  for  mobile 
network.  The  combination  of  SS  technique  with  XORing  method  is  described  in  this  paper,  which  provides  good  level  of 
security. Number  of  techniques  for  embedding  information  in  digital  audio  has  been  established.  We  will  attend  the  general 
principles  of  hiding  secret  information  using  audio  technology.  Spread  spectrum  (SS)  technique  has  developed  rapidly  in 
this  area  due  to  the  advantages  of  good  robustness  and  immunity  to  noise  attack.  The  spread-spectrumtechniques  for 
watermarking  are  very  popularnowadays.  Two  types  of  spread  spectrum  techniques  areused  direct  sequence  spread 
spectrum  (DSSS)  and  frequencyhopped  spread  spectrum  (FHSS).  Implementation  of  steganography  in  audio  data  using 
Direct  Sequence  Spread  Spectrum  method  has  been  presented  in  this  thesis.  A  key  is  needed  to  embed  messages  into  noise. 
This  key  is  then  used  to  generate  a  key  sequence.  The  information  you  want  embed  must  first  modulated  using  that  key 
sequence.  Also,  Random  location  selection  to  embed  the  data  within  the  cover  audio  is  also  proposed  in  the  work.  These 
modifications  give  a  more  secure  stegano-graphic  system,making  guesses  about  the  bit-rate  or  message  length  less  feasible. 
The  proposed  stegano  and  extraction  system  uses  DSSS  technique.  These  are  used  to  increase  the  security  as  well  as 
robustness.  Improvement  has  been  attained  in  robustness  on  the  expense  of  reducing  the  capacity  of  hiding.  The 
imperceptibility  of  the  stego  audio  and  extracted  image  is  assessed  by  using  peak  signal-to-noise  ratio  (PSNR)  and 
normalized  correlation  measure. 
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Watermarking  has  been  a  copyright  protection  technology  for  a  while.  Spread  Spectrum  (SS)  watermarking 
technique  is  used  in  this  era  for  audio  copyright  protection.  Compared  with  existing  technologies,  the  robust  character  of 
SS  is  the  reason  of  selecting  it. [  1  ]  Other  than  copyright  watermarking,  audio  SS  technology  is  also  very  suitable  for 
providing  robust  cover  channel.  But,  unfortunately,  implementation  is  less  based  as  audio  cover  channel.  The  internet 
security  problems  provide  the  opportunity  for  this  technology  since  online  audio  sharing  is  very  popular  now  a  days. [3] 
Users  can  use  the  audio  cover  channel  to  send  security  information  without  being  detected  and  attacked  by  hackers 
easily,Spread  spectrum  technology  has  developed  rapidly  in  the  area  of  hiding  secret  information.  In  audio  steganography, 
spread  spectrum  has  accepted  extensive  attention  owing  to  the  advantages  of  good  immunity  to  steganalysis.  Usually,  the 
steganalysis  algorithms  for  audio  cover  may  achieve  some  satisfactory  detection  results. [5]  This  method  of  hiding  directly 
appropriate  for  audio  cover,  due  to  different  characteristics  of  audio  signals.  The  statistical  regularities  captured  in  audio 
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signals  are  inherent  to  the  spatial  composition  of  images  that  are  simply  not  present  in  audio.  [8]  As  to  audio  steganalysis 
field,  all  these  algorithms  attempt  to  find  good  feature  vectors  from  time  domain  or  transform  domain  which  are  used  to 
capture  statistical  changes  caused  by  data  embedding.  But  these  features  are  not  effective  to  spread -spectrum 
steganographic  embedding. 

In  this  paper,  we  aim  to  propose  two  effective  algorithms  of  extracting  feasible  feature  vectors  for  SS  hiding  as  to 
get  higher  detecting  accuracy,  compared  with  the  present  steganalysis  algorithms  for  DSSS  hiding.  The  proposed  algorithm 
is  based  on  PSNR  theory.  The  paper  is  organized  as  follows.  Section  2  we  introduce  the  related  work  of  this  field.  Sections 
3  and  Section  4  we  describe  our  proposed  algorithms  and  give  results. 

RELATED  WORK 

A  lot  of  work  has  been  done  in  the  field  of  information  hiding  in  the  context  of  the  spread  spectrum  technology. 
Due  to  space  limitations,  we  only  provide  an  overview  of  related  approaches.  Most  of  the  work  published  is  put  under  the 
focus  of  digital  watermarking  [7].  In  contrast,  our  approach  relates  with  another  aspect  of  information  hiding,  namely 
steganography.  The  main  difference  between  these  two  techniques  is  the  fact,  that  watermarks  are  public  and  their  Usage  is 
known  by  everybody.  In  the  field  of  steganography,  the  existence  of  hidden  information  is  only  known  by  the 
communication  partners  [14].  The  prevention  of  various  types  of  attacks  has  also  to  be  dealt  .While  our  focus  lies  on 
auditive  data  as  cover  media,  which  could  be  Voice  over  WAV-files  or  samples  recorded  from  a  sound  card,  many 
publications  in  the  field  of  watermarking  only  link  with  digital  images.  Our  work  distinguishes  itself  from  other  published 
work  in  the  audio  steganography  field  in  important  aspects.  Issues  like  the  synchronisation  of  sender  and  receiver  are 
improved  by  our  solution.  . 

Steganography  History 

The  first  use  of  information  hiding  was  back  to  the  ancient  Greeks.  Herodotus  tells  how  a  message  was  passed  to 
Greeks  underneath  the  wax  of  a  writing  tablet,  and  describes  a  technique  of  dotting  successive  letters  in  a  cover  text  with 
secret  ink.[15]  In  ancient  China,  people  were  using  a  technology:  embedding  a  code  at  a  prearranged  position  in  a  dispatch. 
During  World  War  second  the  method  or  some  variants  were  used  by  spies. [12]  In  the  same  period,  the  Germans 
developed  microdot  technology  to  print  a  good  quality  photograph  shrunk  to  the  size  of  a  dot.  In  the  current  industry 
market,  with  the  advent  of  digital  communication  and,  one  important  issue  is  copyright  enforcement,  which  is  commonly 
implemented. 

SPREAD  SPECTRUM  INTRODUCTION 

Spread  Spectrum  techniques  are  widely  used  in  data  communication,  such  as  the  CDMA  mobile  communication. 
The  first  patent  work  was  published  by  Hedy  Lamar  and  George  Antheil  in  1941  for  providing  secret  communication  for 
military  purposes.  [8]  Spread  Spectrum  techniques  are  methods  of  energy  generated  in  particular  bandwidth  is  deliberately 
spread  in  the  frequency  domain,  resulting  in  a  signal  with  a  wider  bandwidth.  Some  of  technologies  exist  in  this  branch. 

•  DSSS  stands  for  Direct  Sequence  Spread  Spectrum.  Data  to  be  transmitted  is  divided  into  small  pieces  and  each 
piece  is  allocated  to  a  frequency  channel  across  the  spectrum.  Transmitter  utilizes  a  phase  varying  modulation 
technique  to  modulate  each  piece  of  data  with  a  higher  data  rate  bit  sequence.  [10] 

•  FHSS  stands  for  Frequency-Hopping  Spread  Spectrum.  It  is  a  method  of  transmitting  signals  by  rapidly  switching 
a  carrier  among  many  frequency  channels,  using  a  pseudorandom  sequence  known  to  both  the  transmitter  and 
receiver.  [10] 
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•  THSS  stands  for  time-hopping  Spread  Spectrum.  Short  information  bursts  [chirps]  are  transmitted  with 
pseudorandom  pulse  durations,  or  transmitted  in  random  positions.  Generally,  there  are  two  methods  to  implement 
this. 

Method  1 

The  chirp  interval  is  determined  by  the  PN  code  generator. 
Method  2 

The  chirp  goes  at  the  same  time  in  each  bit  period,  the  PN  generator  changes  its  duration.  Here,  a  chirp  is  a  signal 
in  which  the  frequency  increases  or  decrease  with  time.  General  Spread  Spectrum  application  by  using  chirps  is  also  called 
Chirp  Spread  Spectrum  [CSS]  Quite  often,  the  researcher  combines  these  technologies  together  to  produce  some  new 
patterned  Spread  Spectrum  technology. 

THE  SPREAD  SPECTRUM  TECHNIQUE 

Before  entering  the  description  of  our  proposed  system,  this  section  recalls  some  important  aspects  of  the 
spreading  and  de-spreading  processes. 

In  a  DSSS  system,  a  signal  of  low  bandwidth  is  spread  over  a  broad  frequency  range.  Hence  the  power  of  the 
signal  is  decreased  and  thus  the  signal  vanishes  in  the  noise  of  the  cover  media. [13]  To  extract  an  embedded  signal  from 
the  cover,  the  receiver  needs  knowledge  about  the  spreading  process.  This  knowledge  can  therefore  be  described  as  a  kind 
of  secret  key,  needed  as  input  to  the  system.  At  the  sender,  each  bit  is  first  converted  to  a  sequence  of  chips,  thus  increasing 
the  bandwidth  while  decreasing  the  signal  power.  Pseudo -noise  (PN)  chip  sequences  are  generated  using  a  linear  feedback 
shift  register  (LFSR).  The  length  of  an  output  sequence  depends  on  the  number  of  stages.  In  general,  m-sequences  are 
preferred,  depicting  the  maximum  length  of  a  generated  sequence  without  repetitions. 

EMBEDDING  AND  EXTRACTION  ALGORITHM 

The  spread  spectrum  method  attempts  to  spread  secret  information  across  the  audio  signal.  This  is  analogous  to  a 
system  using  an  implementation  of  the  LSB  coding  which  randomly  spreads  the  message  over  the  entire  sound  file. 
However,  unlike  LSB  coding,  the  Spread  Spectrum  Technique  spreads  the  secret  message  over  the  audio  file's  frequency 
spectrum,  using  a  code  that  is  independent  of  the  actual  audio  signal.  As  a  result,  the  final  signal  occupies  a  bandwidth  in 
excess  of  what  is  actually  required  for  transmission.  The  proposed  algorithm  is  given  below: 

EMBEDDING  ALGORITHM 

Inputting  and  reading  of  watermark  image  and  cover  audio  signal. 

•  Generation  of  random  key  sequence  so  as  to  decompose  watermark. 

•  Division  of  cover  audio  into  two  parts  so  as  to  hide  watermark  information  into  1 st  part. 

•  Establishment  of  empty  cell  array,  so  as  to  put  elements  blockwise  (size=10)  of  1 st  part  of  cover  audio. 

•  Conversion  of  1st  part  audio  into  array  of  column  matrix  (each  matrix  have  10  elements). 

•  Modification  of  a  specific  element  of  each  sub  matrix  in  accordance  with  each  watermark  element. 

•  Conversion  of  array  into  a  single  matrix  and  addition  with  2nd  part  of  cover  audio. 
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EXTRACTION  ALGORITHM 

•  Division  of  both  audio  i.e.  marked  and  original  into  two  parts  i.e.  1st  and  2nd. 

•  Declaration  of  empty  cell  having  array  of  empty  matrices  so  as  to  fill  these  with  first  part  of  both  matrices. 

•  Application  of  discrete  cosine  transform  on  both  cells. 

•  Division  of  3rd  element  of  each  matrix  of  watermarked  audio  signal  by  that  of  original  audio  cover  signal. 

•  Decoding  of  watermark  components  or  removal  of  key  sequence. 

•  Reconstruction  of  extracted  watermark  according  to  size  of  original  watermark  image. 

PERFORMANCE  METRIC 

After  simulation  of  program  some  results  or  output  parameters  i.e.  value  of  PSNR,  computational  time  and  value 
of  normalized  correlation  has  been  driven  along  with  some  figures,  representing  input  and  output  from  the  simulation.  First 
two  figures  are  derived  from  simulation  for  embedding  of  watermark  image  in  cover  audio  signal  Figure  1  has  been 
divided  into  two  parts  1st  part  shows  the  plot  of  frequency  coefficients  of  cover  audio  signal  and  2nd  part  shows  the  plot  of 
frequency  coefficients  of  watermarked  audio  signal,  so  as  to  compare  cover  and  watermarked  audio  signal.  It  can  be  easily 
seen  that  both  have  almost  characteristic  and  almost  similar,  which  can  be  proved  by  Normalized  correlation  value  i.e. 
0.9995.  Figure  2  is  the  snapshot  of  command  window,  shows  the  value  of  other  two  mentioned  parameters.  The  PSNR 
value  of  embedded  audio  signal  is  103.8254  dB.  The  time  which  elapsed  during  whole  simulation  is  2.2308s.  Next  two 
figures  have  been  driven  from  the  extraction  simulation  of  watermark.  Figure  3  is  also  divided  into  two  parts,  so  as  to 
compare  original  watermark  image  and  extracted  watermark  image.  The  similarity  between  both  images  can  be  described 
by  Normalized  correlation  value  i.e.  0.8642.  Figure  4  is  the  snapshot  of  command  window,  shows  the  value  of  other  two 
mentioned  parameters.  The  PSNR  value  of  extracted  watermark  is  64.43 17dB.  The  time  which  elapsed  during  whole 
simulation  is  1.6692s.  If  we  compare  both  the  watermark  analytically  both  have  no  difference,  which  is  a  good  sign  for 
proposed  method  in  terms  of  correlation. 
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Figure  1:  Comparison  Original  Cover  Audio  Signal  and  Embedded  Audio  Signal 
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Figure  2:  Snapshot  of  Command  Window  for  Embedding  of  Watermark 
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Figure  3:  Comparison  of  Original  and  Extracted  Watermark  Image 


1  I 

-It  Edc  Ctbu;           [>i:tl-ip  *rd»  Htp 

Igif  ■I'.Uiii^mWC'iiiHiii'.udBili^ly^fFiliiifHrtii 

-jet 

•  1 1 1.  1,5 

*  ■  '  sway 

Figure  4:  Snapshot  of  Command  Window  for  Extraction  of  Watermark 
Table  1:  Comparison  of  various  Techniques  for  Psnr  of  Extracted  Watermark 


Technique 

PSNR 

1 

31 

14 

42 

12 

45 

3 

46 

8 

49 

7 

51 

Proposed  method 

64.4 
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CONCLUSIONS  AND  FUTURE  SCOPE 

From  all  the  results  derived  from  the  last  chapter  it  can  be  concluded  that  proposed  methodology  is  much  efficient 
in  terms  of  PSNR,  correlation  with  original  watermark,  computational  time,  complexity  and  invisibility  as  compared  to 
existing  other  methods  for  the  same.  Proposed  method  is  more  imperceptible  and  a  robust  combined  algorithm  of  digital 
watermarking,  which  is  based  on  advanced  spread  spectrum  methodology,  PSNR  (i.e.  103.8254  dB  and  64.43 17dB)  and 
normalized  correlation  (i.e.  0.9995  and  0.8642)  values  are  very  high  whereas,  computational  time  (i.e.  2.2308s  and 
1 .6692s)  is  very  low.  Performance  evaluation  results  shows  that  advancement  of  spread  spectrum  methodology  improved 
the  performance  of  the  already  existed  watermarking  algorithms  that  are  based  solely  on  the  normal  spread  spectrum 
methodology.  The  simulationresult  shows  that  this  algorithm  is  much  better  for  invisible  watermarking  and  has 
goodrobustness  for  some  common  signal  processing  operations. 

This  is  work  can  be  extended  by  improving  the  performance  of  methodology  by  making  it  more  robust  and  less 
complex  for  low  frequency  audio  signal.  Also,  time  consumption  for  embedding  as  well  as  for  extraction  of  watermark  can 
be  reduced. 
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